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Cisco PIX 6

6 PIX
nameif Interface Ip address
PIX nat global
route
PIX

nat global



< hameif

nameif PIX
PIX

nameif hardware id if name security level

hardware Id
PIX PIX
FDDI ,
ethernetl ethernet2
ethernet3



If_ name

el Inside
el outside

security level
1~99



<+ Interface

Interface
PIX PIX

Interface hardware_id hardware_speed [shutdown]

Interface ethernetO 10baset shutdown
Interface ethernetl 10baset shutdown
Interface ethernetO 10baset
Interface ethernetl 10baset



hardware id PIX
nameif

hardware speed
“auto” PIX

10baset—10Mbit/s
10full—10Mbit/s

shutdown



< Ip address
PIX IP

Ip address if name ip_address [netmask]

Ip_name

Ip_address IP
netmask

classful ” ——A 255.0.0.0
B 255.255.0.0 C 255.255.255.0



< nat

NAT
nat

IP

IP nat O
nat global

nat (if_ name) nat_id local_Ip [netmask]
(If_name)

global
PIX

IP



nat id
global

local_ip
0.0.0.0
IP

netmask IP
PIX
nat 1 0.0.0.0 0.0.0.0

nat

global

IP



0 0.0.0.0
0 0.0.0.0

pixfirewall#(config) nat (inside) 1 0 0
0.0.0.0 PIX



« global

IP PIX
nat

global
pixfirewall#(config) nat (inside) 1 0 0

If _name

nat_id nat



Interface PIX nat P

PAT
global_ip P IP
IP
-global ip IP
netmask global mask P
255.255.255.128
netmask

255.255.255.128

192.150.50.20—192.128.50.140
192.128.50.127 192.128.50.128



P
PIX

P
IP translation slot
| IP




4-2 NAT nat
global

no global

no global [outside]l 192.168.1.10-
192.168.1.254 netmask 255.255.0.0

IP



< route
route route

route iIf_name Ip_addr ess netmask gateway ip [metric]

If_ name
PIX
Ip_address P
0.0.0.0 IP
0.0.0.0 0
netmask Ip_address 0.0.0.0
0.0.0.0 0
gateway Ip P
metric gateway _Ip
1 WAN
traceroute metric

1



nameif et
nameif et
nameif et
nameif et
nameif et
nameif et

Interface et
Interface et
Interface et
Interface et
Interface et
Interface et

PIX

nernetO outside securityO
nernetl inside security100
nernet2 dmz security50

nernet3
nernet4

nernetb

niX/Iintf3 security15
nix/intf4 security20

nernet0 100fu
nernetl 100fu
nernet2 100fu
nernet3 auto shutdown
nernet4 auto shutdown
nernetb auto shutdown

pIX/Intf5 security25




Ip ac
Ip ac
Ip ac
Ip ac
Ip ac
Ip ac

C
C
C
C
C
C

globa

ress outside 192.168.1.2 255.255.255.0
ress inside 10.0.1.1 255.255.255.0
ress dmz 172.16.1.1 255.255.255.0

eSS
reSS
eSS

nIX/INtf3 127.0.0.1 255.255.255.255
nix/intf4 127.0.0.1 255.255.255.255

nIX/IntfS 127.0.0.1 255.255.255.255

(outside) 1 192.168.1.10-192.168.1.245
netmask 255.255.255.0

nat (inside) 1 0.0.0.0 0.0.0.0
route outside 0.0.0.0 0.0.0.0192.168.1.11



